Abstract-Biometric authentication systems suffer from several performance limitations. Many performance metrics exist to assess the overall performance of such systems. However, these metrics provide a quantitative assessment in terms of errors without explaining the reasons behind the set of users who significantly contributed for these errors. Towards contributing to solve this problem, we present a novel method (named Zoo Graph) to visualize the performance of a biometric system as a graph thanks to a database of recognition scores. Our approach is an improvement of the Zoo Plot and emphasizes on the relations between the individuals of the database and allows interactive manipulations to track these relations and understand why the biometric authentication method reacts this way. This graph provides researchers with an additional visual assessment tool that would identify problematic users. Such information would allow researchers to update their developed authentication algorithms to reduce those errors.
Introduction
Biometric authentication [1] systems are being used in many applications such as biometric passports. The biometric modalities are mainly classified into two types of families: the morphological modalities (such as iris recognition, face recognition, fingerprint recognition, etc.) where individuals are recognized thanks to a physical property and the behavioral modalities (keystroke dynamics, signature, gait, etc.) where individuals are recognized thanks to the way they do actions.
Biometric systems provide better security and easiness of use compared to traditional authentication methods (such as passwords or token presentation). Despite this, they contain several drawbacks decreasing their widespread of use in our daily applications. One of such drawbacks is related to performance as the matching of two biometric information provides a similarity score which cannot reach 100% of recognition due to many reasons. Among these reasons, we can list: the implementation of biometric authentication systems relies on machine learning and pattern recognition systems that are prone for errors, the biometric data can evolve over time, the biometric sensor can be noisy, the biometric modality is not universal, etc. For this reason, many researchers focused on developing performance evaluation frameworks to evaluate the overall performance of biometric systems [2] . This is done by developing dedicated biometric databases and performance metrics to be used to evaluate and compare new authentication algorithms. Such comparison is required to clarify the benefit of a new authentication algorithm vis-Ãȃ-vis existing ones. The existing performance metrics are currently used to evaluate and compare biometric systems. With these metrics, researchers are able to sort the authentication algorithms based on their performance.
A common visualization used by the biometric community to show the efficiency of biometric authentication systems is the ROC curve (Receiver Operating Characteristic). Such curve allows first to compare the performance of several systems, and second to identify one or several settings that provide a good trade-off between these error rates. To obtain individual details, scatterplots are also widely used to represent some of the common evaluation metrics. In the biometric community, such scatterplots are the Zoo Plot [3] and are able to emphasize the biometric menagerie [4] . However such a visualization only provides a high level view on the system and cannot show the reasons (the relationship between individuals) that could explain low or high performances. Low performance of a system can be due to many reasons, e.g a unique individual can impersonate a lot of other individuals or on the contrary many individuals can impersonate very few other individuals.
In this work, we present a new visual evaluation method, named Zoo Graph, which helps to understand how the system performs. The set of users is represented as a graph whose topology depends on the performance of the biometric authentication system. The operator can navigate within the graph and track the problematic users by using various interaction tools. Once the problematic users are detected, he can use his own knowledge to understand why the users are problematics and how to modify the biometric authentication system to overcome this problem (if possible). So far to our knowledge, this is the first work where we search to exhibit the relations between the individuals of a biometric dataset.
The paper is organised as follows. Section 2 presents some generalities on biometrics and evaluation, section 3 describes our proposal, section 4 shows the experimental protocol, section 5 gives the results and section 6 concludes this work.
Biometrics Generalities
A biometric system is composed of two main modules: the enrolment module and the verification module. The enrolment module serves to compute a template for each user thanks to a gallery of biometric samples. The verification module serves to verify if the identity claimed by the claimant is the good one. The query (which is a biometric sample) of the claimant is compared to the template of the claimed user. This comparison produces a score which is then compared to a threshold in order to take the decision to accept or reject the claimant. To evaluate a biometric authentication system it is necessary to dispose of a gallery (set of labeled samples) to enrol the users and a probe (disjoint set of labeled sample) to compute the comparison scores.
The biometric recognition field disposes of various evaluation tools [5] . We can count the following error metrics: (i) Failure-to-enroll rate (FTE): proportion of the user population for whom the biometric system fails to capture or extract usable information from the biometric sample.
(ii) Failure-to-acquire rate (FTA): proportion of verification or identification attempts for which a biometric system is unable to capture a sample or locate an image or signal of sufficient quality. In addition to these error metrics, some visualisations exist: (viii) Receiver operating characteristic curve (ROC) [6] : plot of the rate of FMR as well as FAR (i.e., accepted impostor attempts) on the x-axis against the corresponding rate of FNMR as well as FRR (i.e., rejected genuine attempts) on the y-axis plotted parametrically as a function of the decision threshold. (ix) The Zoo Plot [3] which displays all the individuals of the dataset in a scatter plot where their coordinates correspond to the mean genuine and mean impostor scores. One advantage of this representation is the ability to quickly see various categories [4] of users depending on their performance on the system. In the rest of the paper, we consider that FMR (resp. FNMR) is equal to FAR (resp. FRR).
Among all these standard evaluation metrics and graphs, only the Zoo Plot allows to get information for all the individuals of the tested database ; the other metrics or visualisations only give an information on the global system. The Zoo Plot is a simple and efficient method to display the individuals of the tested dataset on a 2d plan [3] (figure 2a). Each individual is presented by a dot on the plan with its X position corresponds to the mean value of its intra scores (the queries are compared to the template of the same user) while the Y position corresponds to the mean value of its inter scores (the queries are compared to the template of different users). The 25 th maximum and minimum percentiles of these mean scores are presented. We can see the spread of the scores, but we lack several information such as the relationship of each individual to the performance of the system (we globally see who are the best and worst users, but we cannot know how they interact together).
Due to non a uniform distributions of scores and to the use of linear scales for axis, another limitation of Zoo Plots is that most of the individuals are usually displayed in a narrow region of the Zoo Plot (see figure 2a).
Zoo Graph: A New Representation of Biometric Performance
Because of the limitations of the Zoo Plot, we have designed its evolution, the Zoo Graph (figure 2d), which is based on a node link representation instead of a scatter plot representation. The rest of this section describes the employed methodology (figure 1).
Graph Data Model
The Zoo Graph displays a graph G = (V, E) which is constructed in several steps. The first step consists in constructing a comparison graph GC = (V C, EC) from a dataset of scores composed of tuples t i = (s Finally, the thresholded graph G is constructed from GC by filtering (i.e., removing) all the edges which are below an authentication threshold τ . It means there is an oriented edge between two nodes of G if the averaged recognition score between the source node and the target node is higher or equal to τ (i.e. the source node is recognised as being the target node).
Node Positioning and Visual Encoding
While the Zoo Plot is displayed as a scatterplot, the Zoo Graph is displayed as a node-link diagram whose layout comes from G topology and its mappings.
In the Zoo Plot, the space taken by the interval of scores is not proportional to the number of nodes it represents. For instance, in figure 2a, a majority of the individuals are displayed within a narrow region that occupied about 5% of the visualization. While such representation makes sense as it shows the distribution of values, overplotting many individuals complicates the identification of single individual as well as its neighbors. For this reason we have chosen to apply a non linear transformation to the coordinates of each individual in order to let the 25% minimum and maximum percentile take 25% of the space and the rest to take 50% of the space.
In order to reduce the clutter due to the drawing of the edges, we use the edge bundling technique explained in this paper [7] . Various information have been encoded in the visual attributes of the graphs, they are presented in table 1.
Additional Visual Information
As with the Zoo Plot, we display the first and last 25 percentiles as well as the ticks to give an idea of the spread of the score values. Remember that a non linear transformation has been applied to our score space. In order to emphasize this aspect, the ticks are computed by linearly selecting T values between the maximum and minimum value of the scores (in X or Y axis) and projecting them on the non linear space. Thus a distribution of scores which is dense in a small interval of the original space will be represented by few ticks, while a distribution of scores which is sparse in a large interval will be represented by several ticks.
As the Zoo Graph is threshold dependant, the value of the threshold is represented with a vertical and horizontal axis in order to delimit the zones which correspond to acceptance patterns and the zones which correspond to rejection patterns.
Interaction tools
To analyse a static image of a Zoo Graph may be not sufficient because for a configuration threshold τ which has a high False Match Rate, the number of edges to draw is Remember that Zoo Graph is a directed graph where an edge represents an individual source which is often able to be recognised as an individual destination. To understand the interactions of a specific individual with the others, we can emphasize the directed neighborhood of its representing node [8] . By inspecting individual nodes and their neighborhood (either in or out), the expert can identify for any problematic individual, the individuals who can impersonates him and on the contrary the individuals he can be recognized as.
The performance of a biometric system depends on the selected threshold τ ; it is also interesting to vary the value of this decision threshold. Our visualization technique can support fast filtering of edges, indeed the rendering step of our workflow runs in linear time (see figure 1) . The user can therefore change this threshold on the fly and analyse the appearance/disappearance of edges according to this value.
Experimental Protocol
We have used several datasets from the literature to evaluate Zoo Graph (see table 2 ). We have generated the biometric scores ourself for the datasets which contain only to raw biometric data.
Zoo Graph is threshold dependant. For this reason, we have chosen to use for τ the threshold which corresponds to the EER (i.e. to similar FNMR and FMR). To reduce ticks label overplot, we have chosen to use T = 10. The non linear mapping of the space hardly allows to use automatic methods [15] to set the number and position of the ticks.
Among the different evaluation methodologies, we want to compete with the Zoo Plot. For this reason, it is the baseline method we use.
Zoo Graph has been prototyped as a set of plugins applications which intensively rely on the Tulip software [16] . It is written in Python and C++14.
The evaluation of the application has been done by an expert in evaluation of biometric systems who visualised static pictures of the datasets shown with Zoo Graph and Zoo Plot and manipulated the interactive representation.
Results
With our method, the best biometric system is represented by a graph where all nodes have a self-loop (everybody is able to be authenticated) and where there exist no other edges (nobody is able to be recognised as someone else). An example is available in Figure 2f . Figure 2 compares some results of our proposal against the baseline for datasets. The non linear projection of the score values on the screen space allows to reduce node overlaps ; if we analyse the results of the AR Zoo Graph, the top right individual of Figure 2d corresponds to an individual hidden by the legend of Figure 2a ). The threshold line (EER) is clearly visible and emphasizes the top left individual which is unable to recognize itself (it is the only node with no self loops). There are a majority of nodes with no edges (except their self loop). Similar information is obtained from the ENSIB Zoo Graph (Figure 2e ). This validates the interest in using the non linear projection.
The edges of the Zoo Graph clearly provide additional information. We quickly see the users able in average to authenticate to the system (i.e., the nodes with a self loop) of those unable in average to authenticate to the system (i.e., the nodes without a self loop). In systems where the FMR is limited (i.e., no more than 10%) the number of edges (not self-loop) is moderated and we can see which parts of the individuals is responsible of those errors (for AR, Figure 2d , and ENSIB, Figure 2e , these nodes are more on the upper side of the picture). This information is not available with the Zoo Plot. The power of similarity between two users is represented by the darkness of the edge ; we can see that this power is lower for the nodes more distant of the upper side of the pictures. This validates the interest in using the edges to show the relations between the individuals.
If we analyse the size of a node, we quickly access to the individuals which are problematic and attract to much other individuals. For example, in AR, Figure 2d , the worst individual is in on the top right of the picture, whereas in ENSIB, Figure 2e , there are more individuals with a bad behavior (in the upper part of the picture and even in the middle of the picture). This validates also the need to map the size of a node to the attractiveness of its user.
Despite these good points, the Zoo Graph presents some limitations. The method can fail when there are too many recognition issues. For instance, in Figure 3 , the number of edges is too large resulting in a cluttered visualization. In this case, it is probably better to use the Zoo Plot or to interactively navigate within the graph with the neighborhood interaction tool. Figure 2 . Illustration of the difference between the baseline method (Zoo Plot) and the proposal (Zoo Graph) for 3 biometric databases.
Conclusion
Biometric authentication systems are prone for errors. Therefore, the performance evaluation of such systems is important for deployment in our daily life applications. Existing evaluation methodologies are able to provide the global performance of the system or to visualize the performance of the individuals of the dataset but not the reason of the bad performance.
We have presented in this paper a novel method to visualize the performance of a biometric system (named Zoo Graph) as a graph thanks to a database of recognition scores which is an improvement of a well know method (Zoo Plot). Our approach emphasizes on the relations between the individuals of the database and allows interactive manipulation to track these relations and understand why the biometric authentication method reacts this way. The result shows that most of the time this new approach is interesting with static images, and the limits of the static visualisation can be bypassed by interacting with the graph.
We have identified several improvements which are left for future work. First, even if we have evaluated the proposal on a database of several hundreds of users, it could be interesting to evaluate it on even larger datasets. Finally, Zoo Graph is constructed thanks to a set of scores without any knowledge of the biometric samples used ; it is interesting to track the biometric samples which produced these biometric scores in order to allow additional interactions with the ability to show these samples on demand and ease the comprehension of the dataset (i.e., the gallery of each user or the pairs of the edges).
